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Cloud-based protection for your business devices and email 


The threat landscape used to be black and white-you kept the bad stuff out and the good stuff in. : PROTECTION POINTS 
ow it's harder to tell the good from the bad, and traditional signature-based antivirus approaches : - Physical endpoints 

alone are a weak defense against ransomware and unknown threats, which often slip through. : 

ext-generation technologies help with some threats but is in no way foolproof, and adding : 
multiple anti-malware tools on a single endpoint results in too many products that don’t work : + Microsoft® Windows®, PCs, and Servers 
together. To complicate matters, your users are increasingly accessing corporate resources from a : < Mac computers 

variety of locations and devices, and even services in the cloud. You need endpoint security that is i 
smart, optimized, and connected from a proven vendor you can trust. 


+ Virtualized endpoints 


D> 


ndroid™ and iOS devices 


: * Point-of-sale (POS) and ATM endpoints 
Trend Micro™ Worry-Free” Services Advanced, powered by XGen", is cloud-based security : - Microsoft Office 365 Exchange Online 
specifically designed to protect all of your endpoints with device and email protection. To save “TM 

: ; PAN : : d Gmail 
you time and resources, it is hosted and maintained by Trend Micro and combines the following; P ae 
Worry-Free Services to protect your devices, Trend Micro™ Email Security to protect your on- * Dropbox", Box, Google Drive 
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premises email, and Trend Micro™ Cloud App Security to protect your Microsoft® Office 365° Í - Microsoft® Exchange™ 

email, Gmail”, and collaboration tools such as Microsoft® OneDrive® for Business, Google Drive”, 

Dropbox™, and Box. ‘ THREAT DETECTION CAPABILITIES 
: + High-fidelit hine | i 

Trend Micro Worry-Free Services Advanced gives you: Se ae 


* Behavioral analysis 
(against scripts, injection, ransomware, 
memory, and browser attacks) 


The capability to stop email threats in the cloud before they reach your network : + File reputation 
‘ + Variant protection 


The ability to detect and block an ever-growing variety of threats, including fileless and 
ransomware 








Protection against spear phishing, credential phishing, business email compromise (BEC), and 


advanced targeted attacks * Census check 


- Web reputation 








An all-in-one lightweight agent : - URL filtering 
Despite advanced protection layers, there's no such thing as 100 percent prevention. Endpoint : * Command-and-control (C&C) blocking 
detection and response (EDR) helps with stealthy threats detection, but it usually requires a significant : - Data Loss Prevention" (DLP) 
amount of time and resources to investigate, and does not cover protection beyond endpoint. : - Device control 
Trend Micro™ Worry-Free” XDR combines Worry-Free Services Advanced and Trend Micro” i * Endpoint detection and response (EDR) 
Endpoint Sensor, providing automatic detection and response across email and endpoint, giving you: : * X-product detection and response (XDR) 

Automatic data correlation from sensors that collect detection and activity data across : ` ae ies CUCiescns EIEN eI 

A : : gement 
endpoint and email-the number one threat vector : . 
: + Application control 
Automated sweeping and root cause analysis, including step-by-step recommended actions, i + Firewall 
allowing IT admin to mitigate issues quickly : + Business email compromise detection 





+ Trend Micro” Writing Style DNA 
+ Phishing and credential phishing detection 


One console (Worry-Free Services) with native integration to endpoint and email 





Advanced threat detection through cloud sandboxing 


“X-Product DR" 
Automated Detection, Sweeping, Hunting, Root-cause Analysis 


Worry-Free XDR Data Lake 
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WORRY-FREE SERVICES ADVANCED 


KEY FEATURES 





Device, user, and data protection from Worry-Free Services 





Cn Advanced threat protection and web security 





pi Mobile device security and management 





On-premises email protection from Trend Micro Email Security 





w Inbound and outbound mail filtering 





90 Targeted attack protection 





Di Hosted email encryption 





Office 365 email and Gmail protection from Cloud App Security 





C Og Protects Office365 email and other cloud file-sharing services 





a Detects ransomware and other malware hidden in Office file formats or PDF documents 





iat Identifies business email compromise attacks using artificial intelligence 





po Gives visibility into sensitive data use with cloud file-sharing services 





WORRY-FREE XDR 


KEY FEATURES 





Detection and response beyond endpoint from Worry-Free Services 
Advanced and Endpoint Sensor 








EA Correlates data automatically across email and endpoint in one console 
@ 





O Automated detection, sweeping, hunting, and root cause analysis 





ae Advanced threat detection through cloud sandboxing 








SYSTEM REQUIREMENTS 


For full system requirements, visit www.worryfree.com 








Trend Micro, a global leader in cybersecurity, is passionate about making the world safe for exchanging 
digital information, today and in the future. Artfully applying our XGen™ security strategy, our innovative 
solutions for consumers, businesses, and governments deliver connected security for data centers, 
cloud workloads, networks, and endpoints. For more information, visit www.trendmicro.com 





For details about what personal information we collect and why, please see our Privacy Notice on our website at: 
https://www.trendmicro.com/privacy 
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Securing Your Connected World 





©2019 by Trend Micro Incorporated. All rights reserved. Trend Micro, and the Trend Micro t-ball logo, 
Apex One(TM), and Trend Micro Control Manager are trademarks or registered trademarks of Trend 
Micro Incorporated. All other company and/or product names may be trademarks or registered 
trademarks of their owners. Information contained in this document is subject to change without notice. 
[DSO2_WF_Services_Advanced_6_7_Datasheet_191016US] 


Page 2 of 2 » DATASHEET » WORRY-FREE™ SERVICES ADVANCED 


WHY CHOOSE TREND MICRO FOR YOUR 
SECURITY PARTNER? 


+ 30+ years of security expertise for 
business and consumers 


- Worry-Free Business Security solutions 
that protect over 600,000 businesses 
worldwide 





* Solutions that are powered by 
Trend Micro” Smart Protection 
Network”, a cloud-based global threat 
intelligence infrastructure supported by 
over 1,200 threat experts worldwide 





To learn more, contact your trusted 
IT partner or your local Trend Micro 
sales office 





SEE HOW WE STACK UP 


https://www.trendmicro.com/en_us/ 
business/technologies/competitive- 
benchmarks.html 
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